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SAP ldentity Access Governance Architecture

SAP Cloud Products (Ariba, SuccessFactors, etc.)

SAP On-Premise Systems

3rd-Party SCIM Based On-Premise / Cloud Applications

——————— —————— -

Fi |}
Configure user |
authentication and

access to 1AG

J SAP Target Systems
End-user (role designer, Tenant Administrator
compliance officer, etc.)

SAP Identity Access Governance (IAG) is a cloud-based solution designed to help businesses strengthen their access management. It
enables organizations to requlate user access, analyze risks, and automate compliance processes. IAG simplifies the management of roles
and authorizations while enhancing adherence to corporate policies and requlatory requirements.



SAP ldentity Access Governance Architecture
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SAP |IAG - Features & Capabillities

SAP Cloud Identity Access Governance
Optimize role definition and streamline governance

0Q0 -
Privileged Access
Access Analysis > &s:’ @ Ly Management
A 7 p Achleve super-user access, log
_nalyze GCCESD..1amne ush( “: consolidation, and review with
assignments, manage controls Access

automated log assessment
Governance

Role Design e/o\. Access Certification
Optimize role definition and ‘ Review access, role, risk, and
streamiine governance @ AR mitigation control
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Access Request

Optimize access, workflow, policy-based
assignment, and processes

Access Request Management - Users can request,
approve, and track access permissions with automated
workflows.

Role Design (CBR Tool) - The Role Design allows users to
design access roles with the power of Machine Learning
(ML) based algorithms to optimally define and refine the

required roles with a bottom up approach.
Risk Analysis & Mitigation - |dentifies potential access

risks and helps mitigate them before they impact
security or compliance.

Segregation of Duties (SoD) Analysis - Ensures that
critical business functions remain secure by preventing

conflicting access rights.
Audit & Compliance Reporting - Provides built-in reports

and dashboards for tracking access-related activities to
support requlatory requirements.

Access Certification & Review - Periodic validation and
review processes ensure that users retain only necessary
access.

User Lifecycle Management - Automates provisioning
and deprovisioning to streamline identity and access
operations.

Privileged Access Management - Defining special
authorizations that need to be tracked in detail with the
emergency user.
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Analyze User Access
< w Analyze User Access v

F_

Standard"
User ID: Rule Set: Risk: Application: Function:
D_MDEMIR x (a] (&) () ()
Mitigated Risks:
() Include .
AHX
Analyze User Access (4,896) C
User Risk Risk Description Access Access Description ~ Function Function Descript... Application
Basis Development .
D_MDEMIR (D_MDEMIR) B0O1 & System BS02 33331; B:‘Z'zt
Administration P
Monitor Group: A263 - fr | D_MDEMIR
Last Used: Mar 12, 2025, 3:02:54PM 4 A 8 c D £
1 ~ [ Description
263 D_MDEMIR ID_| MDEM!R 8001 Basis Development & System Administration Medium
265 | D MDEMIR D_MDEMIR 8001 Basis Development & System Administration Medium
294 D MDEMIR D MDEMIR 3001 Basls Development &System Admlnlstration ‘Medium
289 D MDEMIR D_MDEMIR ‘8001 ‘Basis Development & System Administration Medium
303 | o  MDEMIR D_MDEMIR 8001 Basis Development & System Administration Medium
308 D_MDEMIR D_MDEMIR 8001 Basis Development & System Administration Medium
3832‘0 MDEMIR D_MDEMIR 8001 Basis Development & System Administration Medium
391 D_MDEMIR D_MDEMIR  B001  Basis Development & System Administration _Medium
710 D _MDEMIR D_MDEMIR  B002  Basis Development & Configuration _High
719 D_MDEMIR D_MDEMIR 8002 Basis Development & Configuration High
74'2“0 MDEMIR D_MDEMIR 8002 Basis Development & Configuration High
751 D MDEMIR D_MDEMIR 8002 ‘Basis Development & Configuration High
757 | D MDEMIR D_| MDEMIR 8002 Basls s Development & Configuration _High
761 | D MDEMIR D_MDEMIR VBOOZ 1 Basis Development & Configuration 'High 7
1141 D MDEMIR D_MDEMIR  B003 ‘Basis Development & Client Administration Medium
1145 D_MDEMIR D_MDEMIR 8003 Basis Development & Client Administration Medium
171 D! MDEMIR D_MDEMIR 8003 Basis Development & Client Administration ‘Medium
1178 D_MDEMIR D_MDEMIR  B0O3 _ Basis Development & Client Administration ‘Medium
1190 D_MDEMIR D_MDEMIR 8003 _Basis Development &Client Adn)[p!;!ratlon _Medium
1191 D_MDEMIR D_MDEMIR 8003 Basis Development & Client Administration Medium
1797‘0 MDEMIR D_MDEMIR 8004 Basis Development & Transport Administration High
‘799,0, MDEMIR D_MDEMIR 8004  Basis Development & Transport Administration _High
1833D_MDEMIR D_MDEMIR  B004 Basis Development &Transport Administration High
1&9; D_MDEMIR D_MDEMIR 8004 Basis Development & Transport Administration High
1843 D_MDEMIR D_MDEMIR 8004 Basis Development & Transport Administration High
1853 D_MDEMIR D_MDEMIR ‘B004 ‘Basis Development & Transport Administration High
2045 D MDEM!R D MDEMIR 'B0O4 Basls  Development & Transport Admlnlstratlon High
2051 /D_MDEMIR D_MDEMIR ' B004 Basis Development & Transport Admm[stragion High
2065 D_MDEMIR D_MDEMIR B004 Basis Development & Transport Administration High
2282 D_MDEMIR D_MDEMIR 8008 Basis Utilities & Transport Administration _High
3098 D MDEMIR D MDEMIR 8020 Basls Table Maintenance with S TABU NAM & System Admlnlstratlon High
3101 D_MDEMIR D_MDEMIR 8020 'Basis Table Maintenance with S_TABU_NAM & System. Admmlstratuon High
3202 D_MDEMIR D_| MDEMIR B020 BaslsTgh[g Maintenance wlth S_TABU | NAM &System Admlnlsygtlon High
320& D_MDEMIR D_MDEMIR 8020 Basis Table Maintenance with S_TABU_NAM & System Administration High
3211 D_MDEMIR D_! MDEMIR 8020 Basis Table Maintenance with S_TABU_NAM & System Administration High
3221 _D MDEMIR D MDEMIR 8020 Basis Table Maintenance with S TABU NAM & System Administration High

8502

B8S02
BS02
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Access Risk Summary Report

< w Access Risk Summary Report v 639 ©
Standard - @
Access Type: Access: Application: Risk: Mitigated Risks:
Search Access Desc... Q Select Access Type v Search Access Q Select Applications () Basis Developme... x (n) (] Include
Function: Action:
Select Functions (W] Search Actions Q Adapt Filters (1)
X (Go
AR
Access (1,408) EIT) B @~
Access Description Access Type Application Risk Risk Description Risk Level Risk Type Function Function Descri...  Action
Basis
SAP_BPC_ADMI _ . Development & : . BS02 - Basis
N BPC Administrator  Single Role BOO3 Client Medium SoD Risk Bs02 Development SE1S
L T TN Sy
G6 v f\ Medium
| A 4 B CHIND E F G ‘ H | J K L

1 Access iDescrlptlon jAl:lAm_J Rlskj Risk Description - |Risk Level - |Risk TypeT] FunctionZ] Function Description EAction jAction Description Z]
2 SAP_BPC_ADMIN BPC Administrator TR | B003 |Basis Development & Client Administration |Medium |SoD Risk  'BS02 'BS02 - Basis Development SE11 |ABAP Dictionary Maintenance j
3 SAP_BPC_ADMIN BPC  Administrator | TR | B003 | Ba5|s Development & Client Administration | Medlum SoD Risk  BS02 BS02 - Basis Development RSEOQUTO0O |Variant for RSEOUT00 |
4 SAP_BPC_ADMIN BPC Administrator | TR | B003 |Basis Development & & Client Administration Medium ‘SoD Risk  BS02 \BSOZ - Basis Development 'REDMIDOC Vanant for RBDMIDOC |
5 SAP_BPC_ADMIN BPC Administrator | TR | B003 ABESIS Development & Client Administration 'Medium SoD Risk ~ BS02 |BS02 - Basis Development WBDEMO 'WBDEMO |
6 ISAP BPC_ADMIN .BRC Administrator \.T,Bv,‘, BOO3 |Basis Development & Client Administration |Medium ..,S.?Q Risk | BS02 \3302 Basis Development | (OVRE OVRE |
7 SAP_BPC_ADMIN BPC Administrator | TR | B003 |Basis Development & Client Administration Medium 'SoD Risk  BS02 |BS02 - Basis Development | SE38L SE38 with RCIFIMAX
8 SAP_BPC_ADMIN wBPC Administrator \TR \7 B003 | Basis Development & Client Administration Medium _ FASOD@SK BS02 \BSOZ Basis Development | CMOD Enhancements |
9 SAP_BPC_ADMIN |BPC Administrator TR | B003 |Basis Development & Client Administration Medium QSOD Risk  BS02 |BS02 - Basis Development | SE38P Delete ALE Change Pointers
10 SAP_BPC_ADMIN \BPC Administrator \TR \ B003 |Basis Development & Client Administration Medium |SoD Risk  BS02 \BSOZ Basis Development | RBDMANIZ Vanant for REDMANI2 ‘
11 SAP_BPC_ADMIN |BPC Administrator | TR BO03 | Basis Development & Client Administration Medium 'SoD Risk ~ BS02 BS02 - Basis Development OODR Tlme Evaluatlon Report Variant |
12 SAP_BPC_ADMIN \BPC Administrator \TR \ B0O3 Basis Development & Client Administration Medium ‘SoD Risk  BS02 \BSOZ Basis Development | RBDCONCHVariant for RBDCONCH }
13 SAP_BPC_ADMIN BPC Administrator TR | BQQL Basis Development & Client Administration  Medium 'SoDRisk  BS02 |BSO2 - Basis Development |SE13 ‘Maintain Technical Settings (Tables)
14 SAP_BPC_ ADMIN | |BPC Administrator \TR \ B003 |Basis Development & Client Administration |Medium SoD Risk  BS02 \BSOZ Basis Development KE4D Maintain external str. in ABAP Dict. ‘
15 SAP_BPC_ADMIN | BPC , Administrator | TR B003 Basus Development & Client Administration | Medium |SoD Risk  BS02 'BSO02 - Basis Development 'SE93 'MQ[ntaln Transaction Codes
16 SAP_BPC_ADMIN BPC Administrator \TR \, B003 BaS|s Development & Client Administration Medium /SoD Risk  BS02 \BSOZ Basis Development SWRK |Administrtation using work areas \
17 SAP_BPC_ADMIN |BPC Administrator | TR B003 |Basis Development & Client Administration Medium 'SoD Risk  BS02 BS02 - Basis Development SE38 |ABAP Editor ;
18 |SAP_BPC_ADMIN | §E§ AanlngtnitoL \TR \ 7B,9,Q§_§a75|§pevelopment & Client Administration Mejium 'SoD Risk BS02 \BSOZ Ba5|s Qeve,lopmenLBfB’DSTATE Vangng for RBDSTATE |
19 SAP_BPC_ADMIN |BPC Administrator | TR | B003 |Basis Development & Client Administration Medium |SoD Risk ~ 'BS02 BS02 - Basis Development RBDSERO1 Variant for RBDSERO01
20 SAP_BPC_ADMIN BPC Administrator | TR | B003 | Basis Development & Client Administration Medium  |SoDRisk  BS02 |BSO2 - Basis Development |SE14 Utilities for Dictionary Tables |
21 SAP_BPC_ADMIN BPC Administrator TR | B003 |Basis Development & Client Administration Medium |SoD Risk ~ BS02 |BS02 - Basis Development _SCTS_RESh Naming Conventions in ABAP Workbench |
22 SAP_BPC_ADMIN BPC Administrator | TR | BO03  Basis Development & Client Administration Medium |SoD Risk  BS02 |BS02 - Basis Development RBDMOIND | Variant for RBDMOIND }
23 SAP_BPC_ADMIN | BPC Administrator | TR | B003 |Basis Development & Client Administration | Medlum |SoD Risk ~ BS02 |BS02 - Basis Development ' SD11 |Data Modeler I
24 SAP_BPC_ADMIN | \BPC Administrator \TR \ B003 |Basis Development & Client Administration Medium 'SoD Risk  BS02 \BSOZ Basis Development | |OVRC OVRC \
25 SAP_BPC_ADMIN BPQ  Administrator | TR | B003 | Basis Development & Client Administration “Meq!um 'SoD Risk  BS02 'BS02 - Basis Development | WORKINGAFAdmlnlstnatlon using work areas |
26 SAP_BPC_ADMIN BPC Administrator TR | B003 |Basis Development & Client Administration Medium |SoD Risk BS02 \Bsoz Basis Development OVNN |C SD Output Variants j
27 SAP_BPC_ADMIN |BPC Administrator TR B003  Basis Development & Client Administration M,e,c,iiym,, 7SoD Risk  BS02 |BS02 - Basis Development | RSARFCEX Vanant for RSARFCEX 3
28 SAP_BPC_ADMIN BPC Administrator \TR \ B003 Ba5|s Development & Client Admlmstratlon Medium ; SoD Risk ~ BS02 \BSOZ Basis Development | SE37 ABAP Funcuon Modules \
29 SAP_BPC_ADMIN .BPC Administrator | TR | B003 ABVa5|s Development & Client Administration ,Medium _Sop Risk ~ BS02 BS02 - Basis Development | SMOD |SAP Enhancement Management |
30 SAP_BPC_ADMIN BPC Administrator TR |~ BO003 | Basis Development & Client Administration Medium  |SoDRisk  BS02 |BS02 - Basis Development SE15 |ABAP Repository Information System |



User Risk Summary
« g

Standard*
d_mdemir X | £
Action:
Search Actions Q
Users (39)
User User Name
D_MDEMIR D_MDEMIR

User Risk Summary Report v 69 ©
@
User: Application: Risk: Mitigated Risks: Function:
Search Users Q Select Applications m) Basis Developme... X (m) () Include Select Functions (m)
ks
) Adapt Fiters (2)
AR
(=) @ @|v
Application Risk Risk Description Risk Level Risk Type Function Function Descri...  Action Action Descriptiol
Basis
Development & : . BS02 - Basis Administrtation
6004 Transport High SoD: Rek BS02 Development WORKINGAREA using work areas
Administration “
811 - Jr D_MDEMIR
| A B C D E a | J K
1 User - |User Name - |Application ZlRisk - |Risk Description Z[Risl_'jRisk Type ZIFunction Z]Function Description - |Action Z]Action Description Z[
2 D_MDEMIR | D_MDEMIR |B004 |Basis Development & Transport Administration High 'SoD Risk |BS02 |BS02 - Basis Development WORKINGAREA |Administrtation using work areas
3 D MDEMIRA D_MDEMIR B004 \Basis Development & Transport Administration High 'SoD Risk ~ |BS02 |BS02 - Basis Development SWRK |Administrtation using work areas
4 D MDEMIR | D MDEMIR | B004 Basis Development & Transport Administration High | SoD Rlsk |BS02 |BS02 - Basis Development | DMWB wDocument Modeling Workbench
5 AD_MDEM!R | D_MDEMIR | B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development OVNN |C SD Output Variants
6 D_MDEMIR D_MDEMIR |B004 ,Ba3|s Development & Transport / Admmlstratlon _|High §°P, Risk ~ BS02 |BS02 - Basns Development PIMG HRDECI01 SAP 'Enhancement jp;,Exgepses
7 D_MDEMIR  D_MDEMIR | B004 |Basis Development & Transport Administration  High | SoD Risk |BS02 |BS02 - Basis Development KE4D Mamtam external str. in ABAP Dict.
8 D MDEMIRV D )_MDEMIR B004 \BaSls Development & Transport Administration High SoD Risk 'BS02 |BS02 - Basis Development RSARFCEX \Vanant for RSARFCEX
9 D_MDEMIR D_MDEMIR |B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development SE11 ABAP Dictionary Maintenance
10 'D_MDEMIR D_MDEMIR B004 Basis Development & Transport Administration |High 'SoD Risk | BS02. 'BSO2 - Basis Development |OVRE. |OVRE
11 [D_MDEMIR D_MDEMIR B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development SE37 |ABAP Function Modules
12 D_MDEMIR | D_MDEMIR |B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development | RBDSTATE Varlant for RBDSTATE
13 D_MDEMIR | D_MDEMIR | B004 |Basis Development & Transport Administration High SoDRisk ~~ |BS02 ~ |BS02 - Basis Development SE14 Utilities for Dictionary Tables
14 D_MDEMIR | D_| _MDEMIR |B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development RBDMANI2 \Variant for RBDMANI2
15 D MDEMIR D_MDEMIR B004 Basis Development & Transport Administration High SoD Risk BS02 |BS02 - Basis Development SE93 'Maintain Transaction Codes
16 D MDEMIR D_| MDEMIR |B004 |Basis Development & Transport Administration High 'SoD Risk |BS02 |BS02 - Basis Development | RBDCONCH ‘Variant for RBDCONCH
17 D MDEMIR D_MDEMIR | B004 ,‘Ba5|s Development & Transport Administration High SoD Risk  |BS02 |BS02 - Basis Development OODR ‘Tlme Evaluation: Report Variant
18 D MDEW& p M,D,E,NHB,, B004 'Basis Development & Transport Administration _H'QIL §997Rlsk BSng |BS02 - Basis Development 'SD11 ‘Data, Modeler
19 .D_MDEMIR | D_MDEMIR | B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development SENG |Administration of External Indexes
20 D_MDEMIR | D_MDEMIR B004 Basis Development & Transport Administration High SoD Risk BS02 BS02 - Basis Development  CMOD |Enhancements
21 D_MDEMIR  D_MDEMIR | B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development OVRC |OVRC [l
22 D_MDEMIR | D_MDEMIR 'B004 Basis Development & Transport Administration |High |SoD Risk  |BS02 'BS02 - Basis Development |SE15 /ABAP Repository Information System
23 D_MDEMIR | D_MDEMIR B004 Basis Development & Transport Administration High SoD Risk |BS02 |BS02 - Basis Development SMOD |SAP Enhancement Management
24 D_MDEMIR | D_MDEMIR |B004 Basis Development & Transport Administration | High 'SoD Risk |BS02 |BS02 - Basis Development RBDMOIND Variant for REDMOIND 1l
25 D_MDEMIR | D_MDEMIR B004 Basis Development & Transport Administration High 'SoD Risk BS02 |BS02 - Basis Development SE13 Malntaln Technical Settings (Tables) ||
26 D_MDEMIR | D_MDEMIR |B004 Basis Development & Transport Administration |High 'SoD Risk |BS02 |BS02 - Basis Development WBDEMO ‘WBDEMO
27 D_MDEMIR | D_MDEMIR B004 |Basis Development & Transport Administration High 'SoD Risk BS02 BS02 - Basis Development RSEIDOCM iVanant for RSEIDOCA
28 D_MDEMIR | D_MDEMIR |B004 Basis Development & Transport Administration High SoD Risk IBSOZ |BS02 - Basis Development RBDMIDOC |Variant for RBDMIDOC
29 D_MDEMIR D_MDEMIR B004 Basis Development & Transport Administration High SoD Risk  |BS02 BS02 - Basis Development RSEOUT00 |Variant for RSEOUT00
30 D MDEMIRA D_| MDEMIR | B004 |Basis Development&Transport Admmlstration _ngh SoD Rlsk 1BS02 .BSOZ Basls Development RBDAPP01 Vanant for RBDAPPO1

" | SAPUIS Export |

@
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Unused Access

< w Unused Access v

U
Access: Description: Application: User ID: User name:
D_MDEMIR X

Unused Access List (131)

Access Description Application User ID User name Valid to
ABAP_EDITOR_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
ABAP_FUNC_MODULE_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
ALL_RFC_MNT : D_MDEMIR D_MDEMIR Dec 31, 9999
ALL:COMMON_USER D_MDEMIR D_MDEMIR Dec 31, 9999
BASIS_ADMIN_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
CALL_VIEW_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
CUSTOM_TABLE_ADMN_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
DEBUG_CHANGE_MNT D_MDEMIR D_MDEMIR Dec 31, 9999
DEBUG_DSP D_MDEMIR D_MDEMIR Dec 31, 9999

(© EE
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Actively Used Access

©

< w Actively-Used Access v 63 EE

< Actively-Used Access Report

v m Hide Filters  Filters

Access: Description: Application: Business process: Subprocess:
Search Q Search Q Search Q Search Q Search Q
R
Actively-Used Access (1580) N
Access Description Application Business process Subprocess Risk count User count Number of
times used
SAP_BC_WEBSERVICE_ADMIN Web Service Administrator 0 1 1
Role for Background User in
SAP_BC_WEBSERVICE_SERVICE_USER Web Service Runtime 0 1 1
AC - FSCM - TRM - Master
SAP_EP_RW_FSCM_TRM_DATA
- = - - Data and Management 7 2 132
AC - FSCM - TRM -
SAP_EP_RW FSCM_TRM_TM-ACC Transaction Manager - > 2 7
Accounting
SAP_FI_BL BANK_MASTER DATA Bank Master Data 5 1 46

Maintenance

SAP_SFIN_CASH_MANAGER Cash Manager 0 2 18



IAG Integration Overview

ON-PREMISE LANDSCAPE Firewall ey
SAP Access Control* SAP Ariba . .
Access Anatyss o Integration with SAP SuccessFactors: Enables
@\ Access Request SAP SuccessFactons T CHANA™ automated user provisioning triggered by HR events,
Emergercy Accoss Coodh improving access management during employee
Management TS /AHANA e ’) . p g g g p y
) ' Cloud IAG AN lifecycle changes.
S Proviekning Bridge* " Clowd Platform 0
v ]
'
SAP Identity Management : a4 Integration with SAP Ariba: Provides a preconfigured
UsorvGroups ’ . . . .
/@ o E SAP’ Cloud Platform ruleset for cross-application risk analysis between
ovmmnanns : , SAP S/4HANA and SAP Ariba, addressing master data
f : SAP Cloud Identity Access SAP Cloud Pl{tfom ) )
3 ' Governance identity Provisioning maintenance and procurement risks.
LA A A A S reny i
1 ' Role Deson Roles
i T D W W
SR = ; caadiutn Connectors  |AG Bridge with SAP Access Control: Allows SAP
INotWeavor Business Suite bt SH . .
s R Sadlescersave: i Access Control to handle access request creation, risk

analysis, and provisioning, unifying on-premise and

cloud environments.
Cloud Foundry, Lightweight Directory Access Protocol, Microsoft Entra ID, SAP Access Control, SAP Analytics Cloud,

SAP Ariba(Deprecated), SAP Ariba V2, SAP BTP ABAP Environment, SAP Cloud Platform, SAP Cloud Platform Identity Provisioning . .
 APIl-based integration: Enables external applications

to submit access requests to SAP Cloud Identity
Access Governance for further processing.

SAP Concur, SAP ERP, SAP Fieldglass, SAP Identity Authentication Service (Deprecated), SAP Identity Authentication Service V2
SAP Integrated Business Planning, SAP Integrated Business Planning with SCIM, SAP Marketing Cloud, SAP S/4HANA Cloud
SAP S/4HANA On-Premise, SAP Sales Cloud and SAP Service Cloud, SAP Sales Cloud and SAP Service Cloud (Deprecated)

SAP SuccessFactors
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